Payroll Misconduct Investigation Checklist
A Systematic Approach to Handling Payroll-Related Employee Misconduct
Employee Name: _____________________________  Date: _______________
Type of Alleged Misconduct: _____________________________________________
Phase 1: Initial Assessment & Evidence Gathering
1. Identify the specific type of misconduct alleged (timesheet fraud, leave abuse, data breach, system manipulation)
1. Determine when the misconduct allegedly occurred
1. Assess the potential financial impact or damage
1. Secure and preserve all relevant evidence before alerting the employee
1. Gather electronic time records with timestamps
1. Collect security footage of clock-in/out times (if applicable)
1. Obtain system access logs showing unauthorized data access
1. Secure copies of relevant medical certificates
1. Preserve email or message trails related to the incident
1. Document the chain of custody for all evidence
Phase 2: Preliminary Analysis
1. Review evidence to determine if it's conclusive or circumstantial
1. Consider whether there could be an innocent explanation
1. Check for patterns over time, not just isolated incidents
1. Calculate the accurate financial loss or impact
1. Verify whether other employees might be involved
1. Involve payroll provider or accountant in analyzing complex data
1. Review system permissions and access controls
1. Determine the severity level of the misconduct
Phase 3: Suspension Decision (If Necessary)
1. Assess if employee has ongoing access to payroll systems or financial data
1. Determine if suspension on full pay is warranted during investigation
1. Prepare suspension letter clearly stating it's not disciplinary
1. Revoke system access immediately if data breach suspected
1. Document the suspension decision and reasoning
Phase 4: Formal Investigation Process
1. Prepare written notice of allegations with specific details
1. Provide copies of relevant evidence to the employee
1. Give reasonable time to prepare a response (minimum 48 hours)
1. Schedule investigation meeting allowing support person
1. Conduct meeting and listen with an open mind to their explanation
1. Take detailed notes during the investigation meeting
1. Keep the investigation confidential to protect all parties
1. Follow up in writing confirming what was discussed
1. Verify medical certificates with provider if fraud suspected (authenticity only)
Phase 5: Special Considerations
For Payroll Privacy Breaches:
1. Immediately change passwords and review access permissions
1. Notify affected employees whose privacy was breached (Privacy Act requirement)
1. Assess whether Privacy Commissioner notification is required
For Timesheet Fraud:
1. Document the specific instances and amounts
1. Calculate total overpayment accurately
1. Review Wages Protection Act 1983 requirements for recovery
Phase 6: Decision Making
1. Review all evidence and the employee's explanation
1. Genuinely consider whether the explanation is credible
1. Assess the severity of the misconduct
1. Consider whether trust has been irretrievably damaged
1. Evaluate alternatives to dismissal (warnings, training, redeployment)
1. Seek legal or HR advice before making final decision
1. Document the reasoning for the decision
Phase 7: Implementation & Documentation
1. Prepare formal outcome letter (warning or dismissal)
1. Clearly state the findings and reasons
1. Include final pay details and entitlements
1. Arrange for return of company property
1. Revoke all system access immediately
1. Calculate and process final pay (including accrued leave)
1. Store all investigation documentation securely (retain for 7 years)
1. Update system access controls and permissions
Phase 8: Prevention & System Improvements
1. Review what allowed the misconduct to occur
1. Implement improved access controls on payroll systems
1. Consider biometric time clocks or photo verification
1. Strengthen manager approval requirements for timesheets
1. Conduct regular system access audits
1. Update written policies and procedures
1. Provide refresher training on payroll processes and confidentiality
1. Implement segregation of duties (different people approve, process, review)
Important Reminders
Fair Process: Always follow fair process requirements under the Employment Relations Act 2000. This means genuine investigation, opportunity to respond, and consideration of explanations.
Good Faith: Act in good faith throughout the process. This includes honest communication and genuine consideration of all factors.
Documentation: Document every step thoroughly. Your records are your protection if a personal grievance is raised.
Wages Protection: Remember that under the Wages Protection Act 1983, you cannot deduct overpayments without written agreement or court order.
Privacy Act: Comply with Privacy Act 2020 requirements, especially for payroll data breaches.
Seek Advice: When in doubt, seek professional advice from employment law specialists or experienced payroll professionals.
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DISCLAIMER: This document is provided as a general guide only and does not constitute legal advice. New Zealand employment law is complex and fact-specific. Before taking any action based on this template, you should seek professional advice from an employment lawyer or experienced HR specialist. The Paymasters Limited accepts no liability for any loss or damage arising from use of this document.
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